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Overall Goal : Identify a User knowing her/his Behavior

1. Context and Problematic 4. Protocol description

0 Behavioral biometrics 1 Training set : 70% per user data in the dataset
, A  Testing set : 30% per user data in the dataset

O Human activities — HAR database 1 Keystroke dynamics — GREYC-NISLAB database

Voice and Speech .
Recoghnition Signature

Keystroke Dynamics Touchscreen

(1 Problematic

User identification considering their behaviors

Activities Table III: Passphrases
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: : Random Forest g UP! ) Pr fusion of features (P1+P2+P3+P4+P5)  99-char 376
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: % 3 dataset from human activities.
. Model AUC (%) CA (%) : P(%): R (%)
I S COLSI L L R R
A 5 Neural Networks 98.97 87.75 i 81.73 1 871.75
A E Random Forest 098.21 85.78 85.89 1 85.78 : :
: a kNN 97.56 81.40 : 82.07 : 81.40 . o .
Naive Bayes : AdaBoost 80,33 81.06 : 8125 2106 By analyzing users ac;uwtfles, and merging all :
z : SVM 06.57 7845 i 8022 1 7845 - the mod.els, in 93.90% of the cases we can
: Logistic Regression  96.76 7838 i 78.40 : 7838 i recognize a person among the 30 users.
o : Naive Bayes 79.24 4133 i 4849 i 4133 :
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Figure 1. Global workflow for user identification from behavioral data

o GREYC-NISLAB database

Table VIII: User identification performance metrics with Orange workflow on GREYC-NISLAB
from keystroke dynamics.

o o ° Password database  Model AUC (%) CA (%) P (%) Y
7. CMC curve on behavioral biometrics data T N RIS A R
P2 Stack 99.08 69.73 i 7215 % 69.73 :  We are able to identify one user among
P3 Stack 98.49 6391 £ 66.10: 63.91 » i the 110 users with a goal rate over the
P4 Stack  99.22 7773 17964 1 7773 : 98% of the cases
P5 Stack 98.56 83.73 : 8430 : 83.73 % ° :
O HAR database 1 GREYC-NISLAB database :

Identification results on human activity Identification results on keystroke dynamics
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Fig 4. CMC curve of Stacking model in Orange workflow
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Traditional machine learning
tools can have a significant

PIUGIE, Yris Brice Wandji, DI MANNO, Joél, ROSENBERGER, Christophe, et al. How Artificial Intelligence can be used for Behavioral Identification?. In : 2021 International Conference on Cyberworlds (CW). IEEE, 2021. p. 246-253. Impact on a person's privacy!
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