
1Yris Brice Wandji Piugie Performance and Security Evaluation of Behavioral Biometric Systems

PERFORMANCE AND SECURITY EVALUATION 
OF BEHAVIORAL BIOMETRIC SYSTEMS

Ph.D. thesis defense

Yris Brice WANDJI PIUGIE

Normandie Univ, UNICAEN, ENSICAEN, CNRS, GREYC, 14000 Caen, FRANCE
Fime SAS, 14000 Caen, FRANCE

Supervision: 

• Christophe ROSENBERGER

• Christophe CHARRIER

• Joël DI MANNO



2Yris Brice Wandji Piugie Performance and Security Evaluation of Behavioral Biometric Systems

Introduction

User authentication as cybersecurity countermeasures

Context

In 2021, at least $20 billion was paid out to ransomware hackers
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Introduction

User authentication

Something you have… Something you know… What you are…

Three main solutions for user authentication
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Physiological

FingerprintFacial Iris | retina Palm | vein

Behavioral 

Voice Human Activities KeystrokeGesture

Introduction
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Introduction

Performance measurement

.

Biometric certification/evaluation

Evaluation methodology

➢ Technology evaluation 

➢ Scenario-based evaluation 

➢ Operational evaluation

Presentation Attack Detection evaluation

➢ Why do we need certification? 
• Security

• User experience
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Introduction

Develop interoperable 
authentication standards based 
on public key cryptography to 
solve the password problem

➢ ISO 39794-17

➢ ISO 19795

➢ ISO 30107

Major certification actors

AuthorityStandards Laboratory

Testing lab
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➢ Relationship between FMR, FNMR and EER

Metrics used

Introduction

Biometric data : simulating impostor and legimate attempts

FARFRR

Imposters Legitimate

Threshold

Distribution Low threshold

High threshold

➢ FAR (False Acceptance Rate): percentage of 
impostors wrongly match by the system. 

➢ FRR (False Rejection Rate): percentage of users 
wrongly rejected. 

➢ EER (Equal Error Rate): error rate corresponding to a 
setting of the biometric system's decision threshold 
so that the FAR value is equal to FRR.
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FIDO 3.0 requirements by levels 

BioLevel 1 BioLevel 1+ BioLevel 2 BioLevel 2+

Number of test subjects 25 245 25 245

FAR 1% 1:10k 1% 1:10k

FRR 7% 5% 7% 5%

Note: 
➢ Requirements on FAR and FRR are given at 80% confidence
➢ For BioLevel 1 and BioLevel 2, Documented self attestation FAR and FRR are mandatory

respectively at 1:10k and 5%

.

Performance measurements (example)

Introduction

Schuckers, S., Cannon, G., Tekampe, N., Tabassi, E., Karlsson, M., and Newton, E. (2023). Fido biometrics requirements. Population, 5(2-1):2–3
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Introduction

.

➢ The aim of PAD test
Evaluate the reaction of a biometric security product to 
various PAI (Presentation Attack Instrument) known as 
spoofs.

➢ Examples of PAI in behavioral, simulating dynamic typing 
through keystroke imitation

Presentation attack detection (PAD)

Siahaan, Chrisando Ryan Pardomuan, and Andry Chowanda. "Spoofing keystroke dynamics authentication through synthetic typing pattern extracted from screen-recorded video." Journal of Big 
Data 9.1 (2022): 1-29.
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Introduction

Ph.D. objective

Contribute to the certification of behavioral biometric systems:
➢ by assessing performance

➢ by assessing presentation attacks

Specific objectives

1. Proposing a generic method for analyzing behavioral biometrics

2. Generating synthetic behavioral presentation attack datasets
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1. Introduction

2. Generic behavioral biometric systems

3. Generating synthetic behavioral presentation attack

4. Conclusions and perspectives

Contents
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Contents 

• Introduction

• Related works

• Proposed method

• Protocol

• Results

• Summary
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Generic system – Introduction

.

Keystroke dynamics Human activity

➢ Validation

➢ Objective
Proposed a baseline system to evaluate behavioral biometrics

Motivation
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Overview of keystroke dynamics for user authentication-related work using neural networks.

.

Keystroke dynamics based user authentication

Generic system – Related works
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Overview of user activity authentication in the state of the art.

.

Generic system – Related works

Human activities authentication
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Architecture of our proposed keystroke dynamics based authentication system

.

Generic system – Proposed method

Design of the generic behavioral biometric systems

Time series
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378 values represented by a matrix of size 28x28.

.

Data transformation

Generic system – Process 1

➢ The time series v composed of 
378 values is represented by a 
matrix M of size 28x28.

where
m : the length of features
n : the size of the matrix

M(i,j) = 

➢ It represents the number of distinct pairs 
that can be formed from n elements.
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Deep learning architectures 

.

Generic system – Process 2

Deep features extractions
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.

Generic system – Process 3

Matching algorithm : distance metrics between reference (xs) vs sample (xt)
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.

Generic system – Protocol

Keystroke dynamics – GREYC-NISLAB database

Passphrases

2200 samples/time series (20 attempts per user)

GREYC keystroke software

Syed Idrus, S. Z., Cherrier, E., Rosenberger, C., and Bours, P. (2013). Soft biometrics database: A benchmark for keystroke dynamics biometric sys- tems. In 2013 International 
Conference of the BIOSIG Special Interest Group (BIOSIG), pages 1–8.
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.

Generic system – Protocol

Human activities – database

Activities, including 10,299 samples for each activity along with their respective descriptions in the UCI-HAR database.

Data captured on:

➢ 3-axial angular velocity

➢ 3-axial linear acceleration➢ Accelerometer

➢ Gyroscope

30 users wearing a Samsung Galaxy S II  
on waist using embedded:

Anguita, D., Ghio, A., Oneto, L., Parra, X., and Reyes-Ortiz, J. L. (2013). A public domain dataset for human activity recognition using smartphones. In Esann, volume 3, page 3.
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.

➢ Enrollment template: 70% of the sample attempts
per user in the dataset (training set).

➢ Verification samples: 30% of the samples
attempts per user  in the dataset (testing set).

Generic system – Protocol

.

Preprocessing

➢ Relationship between FMR, FNMR and EER

➢ Architectures and optimizations hyper-
parameters for the deep learning approaches
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5 types passphrase correspond to PT

EER (𝚡100) rate on deep architectures for P1, P2, P3, P4, P5 and PT sub-databases
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.

Generic system – Performance evaluation on each sub-dataset

➢ Used of the Cosine distance 

metric for the rest of 

performance evaluation

➢ ResNet and GoogleNet offer 

best result

➢ P_T : The more we have 

information about the user, 

the better are the results 

(04.89%).
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.

EER rate on deep neural network architectures

Generic system – What is the performance when the user enters 
multiple passphrases?

➢ + 5 passphrases => the 
more efficient the 
matching systems 
becomes

➢ The best model is 
GoogleNet with an EER 
values of 04.89%
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Fusion of deep features versus Fusion of scores levels.

.

Generic system – Fusion of features vs fusion of scores

Keystroke dynamics in a context of multi-instances
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Comparison with other published works in keystroke dynamics. 

.

Generic system – Comparison with recent works

Reported work on keystroke dynamics

➢ Good results compared with the state of the art in terms of EER score.
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Generic system – Human 
activity authentication 

.

EER rate on deep architectures for the 
multi-instances biometric system. 

➢ + activities => the more 
efficient the matching 
system becomes

➢ The best model is 
ShuffleNet with an EER 
value of 3.58%

Fusion of score
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Fusion of deep features versus Fusion of scores level on UCI-HAR dataset

.

Generic system – Fusion of features vs fusion of scores

User authentication based human activity
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.

Generic system – Comparison with recent works

Comparison with other published works (target = user)

➢ Good results compared 
with the state of the art 
in terms of EER score.
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.

Generic system – Summary

International conference

➢ Yris Brice Wandji Piugie, Joël Di Manno, Christophe Rosenberger, Christophe Charrier, ”Keystroke Dynamics based User 
Authentication using Deep Learning Neural Networks,” International Conference on Cyberworlds (CW), Kanazawa, Japan, 
2022, p. 220-227. (ranked CORE B)

➢ Best Full paper award at the International Conference Cyberworlds 2022 in Kanazawa, Japan

➢ Yris Brice Wandji Piugie, Joël Di Manno, Christophe Rosenberger, Christophe Charrier, ”How Artificial Intelligence can be
used for Behavioral Identification?”, International Conference on Cyberworlds (CW). IEEE, Caen, France, 2021, pp. 246-253. 
(ranked CORE B).

International journal
➢ Yris Brice Wandji Piugie, Christophe Charrier, Joël Di Manno, Christophe Rosenberger, ”Deep Features Fusion for User 

Authentication Based on Human Activity,” in IET Biometrics Journal, vol. 12, no. 4, pp. 222-234, July 2023. (ranked Q2)

➢ Proposal of a generic system for analyzing behavioral biometric data.

➢ Good results compared to the state of the art on the two tested modalities.

➢ Use of time series-to-image transformation. 
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1. Introduction

2. Generic behavioral biometric systems

3. Generating synthetic behavioral presentation attack

4. Conclusions and Perspectives

Contents
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Contents 

• Introduction

• Related works

• Proposed architecture

• Protocol

• Results

• Summary
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Context

Synthetic PAI – Introduction

➢ Despite promising results and a wide range of applications of biometric systems

➢ Biometric systems remain vulnerable to malicious attacks, particularly presentation attacks

Specific objectives

1. Build a behavioral instrument attacks (PAI)

2. Presentation attack test with the generated PAI
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Synthetic PAI – Related works

Collection of GAN architectures, 
their applications, datasets used in 

their experiments, and evaluation 
criteria for assessing the quality of 

each respective GAN.

Review of GAN networks for time series applications
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General overview of the evaluation attack system.

,

Synthetic PAI – Proposed architecture

Evaluation attack system

Previous generic authentication system
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Generative adversarial network.

.

GAN principle

Synthetic PAI – Generative Adversarial Networks

Generator Discriminator

Goodfellow, I., Pouget-Abadie, J., Mirza, M., Xu, B., Warde-Farley, D., Ozair, S., Courville, A., and Bengio, Y. (2014). Generative adversarial nets. Advances in neural information 
processing systems, 27
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TimeGAN architecture.

.

Synthetic PAI – TimeGAN architecture

Methodology for generating synthetic signals

RNN =

➢ s : static feature

➢ x : temporal feature

➢ h : real latent codes

➢ ĥ : synthetic latent codes

Brophy, E., Wang, Z., She, Q., and Ward, T. (2023). Generative adversarial networks in time series: A systematic literature review. ACM Computing Surveys, 55(10):1–31.
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Synthetic PAI – Protocol

TimeGAN network Parameter

Module

➢ GRU : Gated Recurrent Unit 

➢ LSTM : Long Short Term Memory

➢ LSTM-LN : Long Short Term Memory Layer Normalization

TimeGAN network parameters applied on GREYC-NISLAB and UCI-HAR databases
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Synthetic PAI – Method results

t-SNE (t-Distributed Stochastic Neighbor Embedding)

▶ Dimensionality reduction

▶ Data Visualization

▶ Preserving Local Similarities

Visual inspection : t-SNE

The real dataset is in red color, 
and the synthetic dataset is in blue.
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TimeGAN with predictive score (MRAE).

Synthetic PAI – Method results

Objective metric : predictive score

➢ Pearson’s Correlation  
Coefficient

➢ Percent Root mean square  
Difference

➢ Root Mean Square 
Error 

➢ Mean Relative Absolute Error
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Something you have… Something you know…

.

Synthetic PAI – Performance evaluation

Synthetic data evaluation 

EER = 12.48% EER = 14.92%

GREYC-NISLAB on GoogleNet UCI-HAR on ShuffleNet



42Yris Brice Wandji Piugie Performance and Security Evaluation of Behavioral Biometric Systems .

Synthetic PAI – Performance evaluation

Comparison of synthetic versus real data

Performance metrics comparison

➢ Consistent in term of EER values

➢ Synthetic behavioral biometric data obtain higher EER values
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.

Synthetic PAI – Summary

Results obtained

➢ Proposal of generic synthetic behavioral data.

➢ Consistent results in terms of visual inspection with t-SNE.

➢ Preserving temporal dynamics, meaning that new sequences respect the original 
relationships between variables over time.

➢ Data generation to generate databases for performance or presentation attacks.

➢ Explain the lower performance on synthetic data.
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1. Introduction

2. Generic behavioral biometric systems

3. Generating Synthetic Behavioral Presentation Attack 

4. Conclusions and Perspectives

Contents



45Yris Brice Wandji Piugie Performance and Security Evaluation of Behavioral Biometric Systems

Proposal of a generic method based on Deep for analyzing behavioral
biometrics, with applications such as KD and HA.

.

Definition of an innovative method for processing raw biometric data 
considered as time series. 

Promising results on behavioral biometric data generation, which can be used 
to generate databases for performance or presentation attacks.

Work on user identification: demonstrating our capability to profile users using
classical machine learning techniques.

Conclusions and perspectives
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Conclusions and perspectives

Future research

➢ Add psychological features (user’s emotion) and evaluate the impact.

➢ Explore biaises in behavioral modalities related to gender, age, hand, and ethnicity.

➢ Develop quality measurement for behavioral biometric data. 

➢ Generate large behavioral biometric datasets. 

➢ Test behavioral PAIs level C from FIDO requirement.

➢ Apply the proposed generic method to the analysis of other behavioral biometric modalities.

➢ Study the impact of the noise on TimeGAN generation.

➢ Adapted the loss function (1-loss(F(V(G,D)) on TimeGAN.

➢ Consider the user profile in the synthetic behavioral generation.
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Publications

Poster

➢ Yris Brice Wandji Piugie, Joël Di Manno, Christophe Rosenberger, and Christophe Charrier. 2022. Keystroke dynamics-
based user authentication using deep learning neural networks (DFKI-INRIA summer school, Saarbruken-Germany).

➢ Yris Brice Wandji Piugie, Joël Di Manno, Christophe Rosenberger, and Christophe Charrier. 2021. How artificial intelligence 
can be used for behavioral identification? in 2021 International Conference on Cyberworlds (CW), Caen-France

International conferences, Honors & Awards

➢ Yris Brice Wandji Piugie, Joël Di Manno, Christophe Rosenberger, Christophe Charrier, ”Keystroke Dynamics based User 
Authentication using Deep Learning Neural Networks,” International Conference on Cyberworlds (CW), Kanazawa, Japan, 
2022, p. 220-227.(ranked CORE B)

➢ Best Full paper award at the International Conference Cyberworlds 2022 in Kanazawa, Japan

➢ Yris Brice Wandji Piugie, Joël Di Manno, Christophe Rosenberger, Christophe Charrier, ”How Artificial Intelligence can be
used for Behavioral Identification?”, International Conference on Cyberworlds (CW). IEEE, Caen, France, 2021, pp. 246-253. 
(ranked CORE B).

➢ Cyrius Nugier, Diane Leblanc-Albarel, Agathe Blaise, Simon Masson, Paul Huynh and Yris Brice Wandji Piugie, ”An Upcycling
Tokenization Method for Credit Card Numbers,” SECRYPT 2021-18th International Conference on Security and 
Cryptography, Paris, France, 2021, pp. 1-12. (rank CORE B).

International journal

➢ Yris Brice Wandji Piugie, Christophe Charrier, Joël Di Manno, Christophe Rosenberger, ”Deep Features Fusion for User 
Authentication Based on Human Activity,” in IET Biometrics Journal, vol. 12, no. 4, pp. 222-234, July 2023. (ranked Q2)
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End

➢Thank you

➢Questions ?

yris-brice.wandji-piugie@unicaen.fr

https://wandjip191.users.greyc.fr/



49Yris Brice Wandji Piugie Performance and Security Evaluation of Behavioral Biometric Systems

Review answer

Study the impact of the noise

This is done through:
➢ Visual inspection
➢ Precision score 
➢ Loss function



50Yris Brice Wandji Piugie Performance and Security Evaluation of Behavioral Biometric Systems

Review answer

Study the impact of the noise

sigma = [0.2;  0.5;  0.7;  0,9]
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Review answer

PAIs level C from FIDO 3.0 requirement


